Sarasota County

Sarasota County Digital Plans Room Error Diagnostics

The table below lists the common error messages when uploading documents to the Digital Plans Room with suggested
solutions to fix the problem.

"Document has been
modified since it was
signed"

"Signature date is in
the future"

"File is not signed"

"Certificate was
expired at the date of
signature”

"Certificate was issued
after signing date"

"Root certificate is not
trusted"

"One or more
signatures have
problems"

ERROR
MESSAGE WHAT DOES THIS MEAN? HOW DO | FIX IT?

Per Florida Administrative Code (FAC), a digital signature
is invalidated if any data in the document(s) is changed
after the signature has been added to the document

Remove the signature field from the document
and re-sign the document with a valid digital
signature.

The signature date on the document is in the future. A
timestamp was not applied to the signature, and the
computer’s clock is set to a future date.

Remove the signature field from the document
and re-sign the document using a valid
timestamp.

A Digital Signature is required for the document type you
selected, but there isn't one detected on the file.

Sign the file using a valid digital signature. See
Digital Signature Guide/Quick Reference for more
information.

True digital signatures have an expiration date. If you are
seeing this message, your certificate has expired.

Contact your third-party Certificate Authority to
have the digital signature renewed, and once
complete, re-sign the document.

The certificate used to sign the file was not valid at the
time the file was signed.

Verify that the certificate is valid before signing
the file by contacting your Certificate Authority. If
the error still occurs after re-signing the
document, contact your third-party Certificate
Authority.

Self-signed plans can no longer be accepted; you must
have your own identity, digital seal and signature validated
by a 3rd party Certificate Authority. For more information
on digital signatures, please see our Guide to Digital
Signatures.

Adobe, DocuSign, and similar platforms are not
third-party Certificate Authorities and do not
validate identity. Please obtain a valid digital
signature from a third-party Certificate Authority.

Make sure all signatures have met the State's Digital
Signature Standards. Self-signed documents are not
accepted per the FL Administrative Code 61G15-23.003.

If you are using a valid Digital Signature from a
third-party Certificate Authority, please contact
the Certificate Authority to check the status of the
signature.
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"File is encrypted"

“Unknown Error”

“Invalid certificate on
signing date”

“Invalid certificate”

“Certificate has invalid

“Certificate has been
revoked”

“Revocation checks
could not be
completed”

“Signature does not
have a valid
timestamp”

Sarasota County Digital Plans Room Error Diagnostics

o WHAT DOES THIS MEAN? HOW DO I FIX IT?

The file is password protected. This frequently occurs with
Florida Product Approvals.

If you know the password, remove the encryption.
Otherwise, print to PDF or scan the document.

An unexpected error occurred. Error could be related to
Server, PC, or Connection issues.

Remove the document and resubmit, if the
problems persist, please contact the agency.

The signature on the document was not valid at the time
the file was signed.

Remove the signature field from the document
and re-sign the document with a valid digital
signature. If the persists after re-signing the
document, contact your third-party Certificate
Authority.

The certificate used to sign the file was not valid.

Remove the signature field from the document
and re-sign the document with a valid digital
signature. If the error persists after re-signing the
document, contact your third-party Certificate
Authority.

The certificate used to sign the file contains invalid dates.

Remove the signature field from the document
and re-sign the document with a valid digital
signature. If the error persists after re-signing the
document, contact your third-party Certificate
Authority.

The certificate used to sign the file has been revoked by
the Certificate Authority.

Remove the signature field from the document
and re-sign the document with a valid certificate.

The system was unable to validate the certificate with the
Certificate Authority due to system outage or error in
communicating with the Certificate Authority.

Remove the document and resubmit, if the
problems persist, please contact the agency.

The certificate used to sign the file does not have a valid
timestamp from a TSA (Timestamp Authority).

Remove the signature field from the document
and re-sign the document with a valid timestamp.
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“Certificate issuance
date is in the future”

“Certificate is expired”

“Corrupt or invalid
signature format”

“File is corrupted”
“File format not
supported as plan set”

“File format not
supported as
supported document”

“PDF portfolios are not
supported”

Sarasota County Digital Plans Room Error Diagnostics

o WHAT DOES THIS MEAN? HOW DO I FIX IT?

The certificate used to sign the file was signed with a date
in the future.

Remove the signature field from the document
and re-sign the document with a valid certificate
or ensure a timestamp is applied to the signature.

True digital signatures have an expiration date. If you are
seeing this message, your certificate has expired.

Contact your third-party Certificate Authority to
have the digital signature renewed, then re-sign
the document.

The certificate used to sign the file has a corrupt or invalid
signature format.

Remove the signature field from the document
and re-sign the document with a valid digital
signature. If the error persists after re-signing the
document, contact your third-party Certificate
Authority.

The file uploaded is inaccessible, unusable or damaged.

Remove the document and resubmit a corrected
copy.

The file uploaded is not supported as a plan set.

Remove the document and resubmit.

The file uploaded is not supported.

Remove the document and resubmit the
document in a supported file format.

The uploaded file is a PDF portfolio or archive. The system
cannot process PDF portfolio files.

Remove the file and upload each of the
documents in the portfolio as a separate
document upload.
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