BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (the “Agreement”) is made by and among
Sarasota County, a political subdivision of the State of Florida, hereinafter referred
to as the "Covered Entity" and [INSERT COMPANY NAME HERE], a Florida
corporation/limited liability company, authorized to do business in the state of
Florida, hereinafter known as “Business Associate.” Covered Entity and Business
Associate shall collectively be known herein as the “Parties."

WHEREAS, Covered Entity wishes to commence a business relationship with
Business Associate that shall be memorialized in a separtate agreement (the
“Underlying Agreement”) pursuant to which Business Assocj ay be considered a
“business associate” of Covered Entity as defined in the Ith Insurance Portability
and Accountability Act of 1996 ("HIPAA”) including all p regulations (45 C.F.R.
Parts 160 and 64) issued by the U.S. Department of: i
either have been amended by Subtitle D of the
Economic and Clinical Health Act (the "HITECH

WHEREAS, the nature of the prospective contr elatfonship between Covered
Entity and Business Associate may |nvolve the hange of Protected Health
Information (“"PHI”) as that term is

WHEREAS, for good and lawful
Agreement, Covered Entity and BusineSs
purpose of ensuring co
regulations and the

th in the Underlying
o this Agreement for the

of the mutual pro ( ¥ and valuable consideration herein
contained, the Parties, | . bound, hereby agree as follows:

in this Agreement shall have the same meaning
PAA Rules: Breach, Data Aggregation, Designated
losure, Health Care Operations, Individual, Minimum
e of Privacy Practices, Protected Health Information,
, Secretary, Security Incident, Subcontractor, Unsecured
Protecte alth Information, and Use.

Business Associate. “Business Associate” shall generally have the same
meaning as the term “business associate” at 45 C.F.R. 160.103, and in
reference to the party to this Agreement, shall mean [INSERT LEGAL
BUSINESS NAME HERE].

Covered Entity. "“Covered Entity” shall generally have the same
meaning as the term “covered entity” at 45 C.F.R. 160.103, and in
reference to the party to this Agreement, shall mean Sarasota County.
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HIPAA Rules. “HIPAA Rules” shall mean the Privacy, Security, Breach
Notification, and Enforcement Rules at 45 C.F.R. Part 160 and Part 164.

Privacy Rule. “Privacy Rule” shall mean the Standards for Privacy of
Individually Identifiable Health Information at 45 C.F.R. Part 160 and
Part 164, Subparts A and E, as amended by the HITECH Act and as may
otherwise be amended from time to time.

II. Use or Disclosure of PHI by Business Associate.

A. Except as otherwise limited in this Agreement
use or disclose Protected Health Informati
activities, or services for, or on behalf of,
the Underlying Agreement, provided th
not violate the Privacy Rule.

ess Associate may
to perform functions,
Entity as specified in
or disclosure would

B. Business Associate may use or di formation as
required by law.

C. Business Associate shall only use disclose PHI if such use or
disclosure complies requirement of 45 C.F.R.
§164.504(e).

D. Business Associate agree ]
for Protected Health In psisteit with Covered Entity’s
minimum ici g

8 Relative to PHI.

not use or disclose Protected Health

C. Business Associate shall immediately notify Covered Entity of any use
or disclosure of Protected Health Information not provided for by the
Agreement of which it becomes aware, including breaches of unsecured
Protected Health Information as required at 45 C.F.R. 164.410, and any
security incident of which it becomes aware.

D. Business Associate shall immediately notify Covered Entity of a Breach
of Unsecured PHI of which Business Associate (or Business Associate’s
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employee, office or agent) knows of such Breach or following the fifth
business day on which Business Associate (or Business Associate’s
employee, office or agent) should have known of such Breach. Business
Associate’s notification to Covered Entity hereunder shall:

i. Be made to Covered Entity no later than five (5) calendar days
after discovery of the Breach, except where a law enforcement
official determines that a notification would impede a criminal
investigation or cause damage to national security;

ii. Include the individuals whose Unsecu
reasonably believed to have been, th

has been, or is
bject of a Breach; and

iii. Be in substantially the same for

In the event of an unauthorized u or a Breach of
Unsecured PHI, Business As extent
practicable, any harmful effe id di own to it.

Business Associate shall comply i defined in
§13402 of the HITECH Act.

. In accordance with 4E . . ii) and 164.308(b)(2), if
applicable, Business As ) at any subcontractors
that create, receive, mai 3 i cted Health Information
on behalf of the Busines 3 gree “to the same restrictions,

conditions g requiremen W t0 the Business Associate with

ss Associate shall provide access to
Designated Record Set at reasonable

3 Business Associate shall make any
to Protected Health Information in a Designated Record
red Entity directs or agrees to pursuant to 45 C.F.R.

Coveréd Entity access to its premises for a review and demonstration of
its internal practices and procedures for safeguarding PHI.

Business Associate agrees to document such disclosures of PHI and
information related to such disclosures as would be required for a
Covered Entity to respond to a request by an individual for an accounting
of disclosures of PHI in accordance with 45 C.F.R. §164.528. Should an
individual make a request to Covered Entity for an accounting of
disclosures of his or her PHI pursuant to 45 C.F.R. §164.528, Business
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Associate agrees to promptly provide Covered Entity with information in
a format and manner sufficient to respond to the individual's request.

K. Business Associate shall, upon request with reasonable notice, provide
Covered Entity with an accounting of uses and disclosures of PHI
provided to it by Covered Entity.

L. To the extent the Business Associate is to carry out one or more of
Covered Entity's obligation(s) under Subpart E of 45 C.F.R. Part 164,
Business Associate shall comply with the requirenaents of Subpart E that
apply to the Covered Entity in the performanc h obligation(s).

M. Business Associate shall make its internal , books, records, and

any other material requested by the lating to the use,
i Covered Entity
available to the Secretary for the ing compliance

Agreement, Business Associate sha ply and cooperate with any
n from the Secretary directed
to Covered Entity tha
Business Associate.

N. Business Associate may Us O1e edlth Information to report
violations ofglaw e and State authorities, consistent

as Required By Law or for the purpose for which
5 Y the person, and the person notifies Business
any instances of which it is aware in which the
of the information has been breached.

he Term of this Agreement shall be effective as of the date the
Underlying Agreement is effective, and shall terminate when all of the
Protected Health Information provided by Covered Entity to Business
Associate, or created or received by Business Associate on behalf of
Covered Entity, is destroyed or returned to Covered Entity, or, if it is
infeasible to return or destroy Protected Health Information, protections
are extended to such information, in accordance with the termination
provisions in this Section IV.
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B. Termination for Cause. Upon Covered Entity's knowledge of a material
breach by Business Associate, Covered Entity shall:

i. Provide an opportunity for Business Associate to cure the breach
or end the violation and, if Business Associate does not cure the
breach or end the violation within the time specified by Covered
Entity, terminate this Agreement;

ii. Immediately terminate this Agreement if Business Associate has
breached a material term of this Agreement and cure is not
possible; or

iii. If neither termination nor cure is f eport the violation to

the Secretary.

ent, for any
cted Health

C. Effect of Termination. Upon ter
reason, Business Associate sha

Information received from eived by
Business Associate on behalf of ity. This pgovision shall
apply to Protected Health Inform hat is in the possession of
subcontractors or ag i ociate. Business Associate

shall not retain any cof alth Information.
D. In the event that Busi ines that returning or
destroying the Protected ion is infeasible, Business

, written notification of the

or destrtiction infeasible. After written
ftuction of Protected Health Information is
all extend the protections of this
Ilth Information and limit further uses

Associate provide to

sociate make a disclosure of PHI in violation of this
overed Entity shall have the right to immediately
contract, other than this Agreement, then in force

greement,

Business Associate recognizes that the promises it has made in this
Agreement shall, henceforth, be detrimentally relied upon by Covered
Entity in choosing to continue or commence a business relationship with
Business Associate.

VI. Remedies in Event of Breach.
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Business Associate hereby recognizes that irreparable harm will result to
Covered Entity, and to the business of Covered Entity, in the event of
breach by Business Associate of any of the covenants and assurances
contained in this Agreement. As such, in the event of breach of any of the
covenants and assurances contained in Sections II or III above, Covered
Entity shall be entitled to enjoin and restrain Business Associate from any
continued violation of Sections II or III. Furthermore, in the event of breach
of Sections II or III by Business Associate, Covered Entity is entitled to
reimbursement and indemnification from Business Associate for Covered
Entity's reasonable attorneys’ fees and expensesgand costs that were
reasonably incurred as a proximate result of Busi ssociate's breach.
The remedies contained in this Section VI sha in addition to (and not
supersede) any action for damages and/o her remedy Covered

Modification.
This Agreement may only be

amend this Agreement from
Entity to comply with the

agree to take such action as is necess
time to time as is necgssary for Cov
requirements of the PrivaGyiR

Interpretation of this Ag
Between the Parties.

y ambiguity in this Agreement shall be resolved to permit
y to comply with the Privacy Rule.

B. Regulatory References. A reference in this Agreement to a section in
the Privacy Rule means the section as in effect or as amended.

C. Notice to Covered Entity. Any notice required under this Agreement to
be given Covered Entity shall be made in writing to:

Unit/Department: Ethics & Compliance Office
Address: 1660 Ringling Boulevard, Fourth Floor
Sarasota, FL 34236
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Attention: Ethics & Compliance Officer
Phone: (941) 861-5000

D. Notice to Business Associate. Any notice required under this Agreement
to be given Business Associate shall be made in writing to:

Address:

Attention:

[Remainder

IN WITNESS WHEREOF, Covered Entity and Business Associate have caused this
Business Associate Agreement to be executed by duly authorized officers.

Page 7 of 9



BUSINESS ASSOCIATE AGREEMENT

WITNESS: INSERT LEGAL NAME HERE
Print Name: Print Name:

Signed By: Signed By:

Date: Title:

Date:

, Clerk of the Circuit Court
erk of the Board of County

EXHIBIT 1
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Notification to Sarasota County Government regarding a Breach of
Unsecured Protected Health Information

This notification is made pursuant to Section IIID(iii) of the Business Associate
Agreement between Sarasota County Government (County) and [INSERT LEGAL
BUSINESS NAME HERE] (Business Associate).

Business Associate hereby notifies County that there has been a breach of unsecured
(unencrypted) Protected Health Information (PHI) that Business Associate has used
or has had access to under the terms of the Business Associate Agreement.

Description of the breach:

Date of the breach:

Date of the discovery of the breach:

Number of individuals affected by the breach:

uch as full name,
number, or disability

The types of unsecured PHI that we
Social Security number, date of birth,\h
code):

ed in the b
dress, acco

Description of what B
mitigate losses, and to

questions or learn additional information:

nation to as

Name:

Title:

Address:

Email Address:

Phone Number:
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